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Executive Summary

The Kingdom of Jordan recognises the critical importance of securing its energy
sector from escalating cyber threats. This stratagy outlines an ambitious plan to enhance
the sector's cyber resilience by 2028, ensuring a secure digital transformation and safeguarding
national and economic security. Aligned with the National Cyber Security Strategy (2025-2028),
the National Cyber Security Framewerk 2024 (INCSF), and the Mational Energy Surategy (2020-
2030), it provides a roadmap for addressing vulnerabilities arising from legacy systems, limited
cyber security skills, and emerging technological thraats.

The strategy identifies significant challenges, including a tack of sector-specific regulation,
economic constraints, technological complexities from the increasing convergence of Information
Technology (IT) and Operational Technalogy (OT) systems, and skill shortages. It alse highlights
the sector's unique vulnerabilities to advanced threarts, such as those wrgeting interconnectad
smart grids and Internet of Things (loT) devicas.

To mitigate these risks, this strategy focuses on three core objectives:

. Strengthening governance and policy: Establishing rebust governance framewarks,
enforcing high standards across the secter, and ensuring clear roles and respensibilities.
This includes maintaining a centralised asset register, conducting regular risk assessments,
and embedding cyber sacuricy into corporate policies.

2. Establishing security operations capabilities: Energy organisations will develop
SOCs, and build foundational incident response and cyber threat intelligence capabilities.
A sector-wide Energy Cyber Emergency Response Team (En-CERT) and an Early Warning
System (EVVS) will be established under the Energy and Minerals Regulatory Commissicn
(EMRC) and the National Cyber Securlty Centre of Jordan (NCSC-JO) respectively to
enhance incident respanse and threat decection.

3. Developing cyber security skills and culture: Companies will implement mandatory
annual training, advanced role-specific programmes, and board-level cyber security
ownership.

Collabaration is a cornerstone of this strategy. NCSC-JO, alongside EMRC and the Ministry of
Energy and Minerai Resources (MEMR), will work closaly with public and private stakehnlders to
implement the strategic objectives and promote information sharing, joint exercises, and
coardinated responses.

This strategy is not merely an endpeint, but 2 living frameworl for continuzous improvernent in
the Kingdom's cyber resilience. it will be tracked and updated as fordan moves along its journey
towards a cyber secure and resllient future and will serva as 2 model for upcoming cyber security
strategies across other crizical sectors.
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Context

The Kingdom of Jordan is committed to ensuring the cyber security of Its energy sector,
Reliable energy is vital to natlonal resilience, long-term security and prosperity — including by powering
houssholds and buslnesses, fuelling the transportation industry, and underpinning essential services.

The Kingdom's energy sector remains — however — vulnerable to a range of serious cyber threats.
This Is partly due to a current lack of sector-specific regulation and cyber security skills in the
workforce, as well as the integration of new digital technologies into often legacy energy systems.
Successful attacks agrinst jordan's energy operators by hostlle natlon states or financially motivated
cyber criminals could result in energy supply disruptlons that pose serious risks to everyday life.

Action is required to build the sector's cyber security capabllities and establish strong risk management
frameworks to ensura that jordan’s enargy infrastructure Is resilient to both current and future cyber
threats. As a key component of [ordan's Critical Mational Infrastructure (CNI), the energy sector must
ensure it can operate securely and continuously in the face of escalating cyber threats. Enhancing the
energy sector's capability to prevent, detect and respond ta threats targeting its infrastructure will
help to make the sector and Jordan as a whole a harder target, build trust across its citizens, and
provide space for Jordan to achieve its wider economic goals.

Responding to these needs, this strategy sets out an ambitious plan to susGinably enhanca
the cyber resilience in the Kingdorn's energy sector by 2018, ensuring its secure digital
transformation' and safeguarding national and economic security. In striving for this aim,
this strategy is closely aligned with the National Cyber Security Strategy (2025-2028), Jordan’s National
Cyber Security Framework 2024 (JNCSF— see Annex B), and the overarching National Energy Stategy
2020-2030. This straregy also supports Jordan’s Economic Modernisation Vision by coneributing to the
broader goal of fostering secure, sustainable economic growth.?

This strategy's focus, including Yision, Mission, and Strategic Objectives, has been informed by a
number of in-depth consultations with representatives from EMRC, MEMR, NCSC-JO, and key energy
sector operators (the “companies”} respansible for power generation, storage, and distribution across
Jordan, This ensured that the strategy reflects the collective expertise and priorities of the
energy sector, while addressing its unlque challenges and aligning with national economic
and strategic goals.

I The Government of Jordan's digital sransformation ambitions, set out In Jordan Digital Transformadan Seracegy 2020,
Includes embracing & range of madern technologlas including 5G. Incernat of Things, and ardficial incelligence i digital

FOVRrnMent gervicas.
Y A Comprehensive Nationsl Vision 1o Support and Davelop the Natlena! Econorny hutpsi/fjordanvision jofen




Stakeholders

The success of this strategy is contingant on strong collaborative efforts among key stakeholders,
induding:

+ Companies across the enargy industry that will ace on this strategy and serve as their own
first line of defence.? This applies to public and private companies including in electricity,
renewzbles, oil, and gas, working In generation and transportation to distribution, refining, and
storage of energy;

¢ NCSCJO Is the regulator for cyber security in Jordan and central co-ordinator for cyber
security Initiatives on the national level; iz will lead on the Implementation of the strategy, and
audit and monitor compliance with the strategy across the energy sector to ensure alignment
with established policies and seandards;

¢ EMRC is the regulatory and supervisory body responsible for overseeing the operational
implementation of the strategy on behalf of NCSCO. it will coordinate closely with NCSC-
JO to help companies in the energy sector understand and zdopt the Strategy and work
towards achieving the Strategic Objectives. EMRC will zlso be responsible for tracking the
fulfilment of the benchmarks outlined in the Strategy Implamentation Roadmap,! monitoring
comparies’ progress towards improving their cyber resilience and implementing the strategy.

¢ MEMR is responsible for formulating and approving policies in the energy sector, and will
ensure alignment with the overarching Energy Sector Strategy 20202030,

¥ As in fne with Jordan's Nadonal Cyber Seeirity Framework 2024
* Qudined in Annax A,




Challenges and Opportunities

While this strategy is necessitated by a range of serious and urgent challenges, it is equally informed
by oppertunities and facilitating factors that support its implementation. The table below first outlines
current positive circumstances that enable progress, followed by the key challenges that must be
addressed to strengthen the cyber rasilience of jordan's energy sector.s MEMR is responsible for
formulating and approving policies in the energy sector, and wili ensure alignment with the overarching

Energy Sector Strategy 2020-2030.

Political

Significant national prograss in cyber securicy efforts
through JO-CERT, MCSC-JO, and the Mational Cyber
Security Straragy (2024-2028),

Pallcy gaps and inconsistent practices in the energy
gector increate vulnerabllity to cyber threats,

Praximity to regicnal conflices heightens the need for
robuss defensive measures.

Economic

Strang national and forefgn investmant in energy
infrastructure supports cyber sacurity potential.

Budgez constralnes, relfance on foreign aid, and weak
enforcement may hinder progress.

Limiced board-leval awarensss and Insufficlant budgat
allacation leave assets vulnerable,

Social

Growing awareness and governmental focus on
securing energy infrastructure,

Woarkforce and skills shortages, particulardly In OT
security, are critical concerns,

Universities and capacity-bullding initiatives are key ta
addressing mlent gaps.

-

Technological

Digltal transformation effores and active adoption of
advanced technologies like smart grids can support
cyber resdienca effarts#

OT syscams typiczlly were aat deslgned with security
In mind; their convergencs with IT Intraduces critcal
vulnerabilities.

Emerging threats like Artificial Intelligence-driven
attacks, supply chain risks, and quantum computing
demand proactive defences arch as quantum-resistant
encryption and Al-based detection.

Pacchy incident response irameworks acrass the
sector and limited advanced threat decection
capatilides leava tha sector ilkorepared for serious
incidents.

Eavironmental

Commlitment ta renewable energy offers
Opporumities ta embed security into new
infrastructure fram the ansat,

Climate-related rigks (e.g. extrema heat. flocding,
natural disascars} threaten infrastructure and
eperational smbillty.

Inconsistent disaster recovery and business continuity
plans, and a lack of physical concrals such as flood
protectian measures, exacerbace risks.

Lagal

Regulstory framaworks ke National Cyber Securicy
Framawork (INCSF) ara enharcing cyber resiience
standards,

Gaps In laws poverning cricical national energy
infrastructure and limited resources for sudis ramain
challenges,

Alignment with international standards (a.p, GEPR,
1S0) can-improve seeurity and cross-border co-
operatian,

3 See Annex C: The Challenge: Detailed anzfysis,

7 Sea Annex B: Alignment with natlenal cyber repulation,

4 As outlined in the ovararching Energy Sectar Seravegy 2020-2030.




The Threat

The Kingdom of Jordan continues to be a target for a range of ¢yber threat actors, with NCSC-JO
reporeing 2,455 cyber incidents in 2023—a staggering 80% increase from 2022 Government networks
and eritical national infrastructure, particularly in the energy sector, are primary targets. Disruptions
to energy networks could severely impact operations and Jordanian citizens' lives -
underscoring the need for an integrated and coordinaced Energy Sector cyber sacurity strategy.

The energy sector worldwide has faced a significant rise in zargeting. This is primarily driven by three
key factors:

¢ Aging energy infrastructure, induding legacy technologies that were not built with
cybersecurity in mind, remains vulnerble due to infrequent updates and long equipment
lifespans,

¢ The growing convergence of IT and OT in energy netwarks Introduces vulnerabilities s
OT systemns become more closely connected to enterprise narworks and the internet. Threat
actars can explolt these weaknesses to disrupt energy operations, and mave from [T to CT
systems - risking widespread outages and power supply interruptions for jordanian citizens.

¢ The energy sector's dependency on complex global supply chains complicates the
coordination of cybersecurity measures and Incident Response (IR), and make consistent
security implementation challenging.

Significant threats to anergy infrastructure arise from state-sponsored, criminal, and hacktivist cyber
threar groups.

¢ State-sponsored: These groups engage in espionage and, at times, destructive attacks on
QT systems like Industrial Control Systems (ICS), sometimes with severe consequences.

» Cyber criminals: Speciically ranscmware ateacks on energy systems may lead to financll
losses 2nd operational disruptions. Opportunistic targeting by criminals makes this an
unpredictable and pervasive threat.

» Hacdlkdtivists: ldeoiogically driven actors may demanstrate the capacity to disrupr eritical
infrastructure extensively,

In addition, the sactor faces a range of emerging cyber threats;

* The ongoing digital transformation and adoption of smart grids, [oT devices, and renewable
energy sources® further expands the sector’s attack surface.

* The integration of advanced technologies like Artificial Intelligence (Al) and Machine Learning
(ML} intraduces emerging threats, pargjcularly through Al-driven malware capable of adapting
to evade detection by traditional security tools. This is particularly dangerous for sectors like
energy, where legacy OT systems often lack the flexibility to quickly adopt new cybersecurkey
measures, <reating vulnerabilities that advanced threats can exploit. Quantum computing
further threatens traditional encryption, requiring proactive Investment in quantum-resistane
solttions,

Given the range and scale of these-threats, & strategic, caordindted approach. is essential to safeguard
the Kingdom's energy sector against emecging cyber risks. The following section outlines the Stretegic
steps the Kingdom will take to strengthen cyber resillence and ensure robust defence. mechanisms
across the energy sector.

# As autlined in the overarching Energy Secror Stracegy 2020-2030.




Vision and Mission

The strategy sets clear goals to transform the sector into a resilient, secure, and trusted part of
Jordan's digital ecosystem, It is designed to be implemented aver a four-year period (2025-2028),
aligning with the National Cyber Security Strategy (2024-2028), Jordan’s National Cyber Security
Framawork 2024, and the MNational Energy Sector Strategy 2020-2030. Thiz timeframe allows for
continuous adaptation to the evolving threat fandscape, enabling the sector to build 2 more secure,
resilient, and future-ready infrastructure.

This strategy's vision is that by 2028 Jordan's energy sector will be cyber resilient, secure
and erusted, enabling digital transformation and smart technologies,

Achieving this vision will require commitment from all stakeholders, ensuring a seamless integration
of cyber securicy measures across the sector and government.

To drive the improvements required, our mission is thus to sustainably enhance the energy
sector’s cyber security infrastructure, expand our skilled cyber security workforce, and
Toster sector-wide collaboration to ensure a resilient energy networle




Strategic Objectives

To achieve misslon and vision, we will focus on delivering three Strategic Objectives that will address
the most pressing cyber challenges faced by Jordan’s energy secton

Strengthening governance and policy — Establish high-level cyber security policies and
frameworks with clear management decisions, identify critical assets, and thus ensure
consistent standards and improved security across the energy sector. This will provide
structure and direction to guide continuous cyber improvements,

Establishing security operations capabllities — Build security operations capabilities
across the sector ta enable individual 2nd collective resilience. This will include conducting
company-level technology gap analyses, developing Individual SOCs, and eswblishing and
exercising R capabilides. Addidonally, it involves implementing CTI and eollaboration
mechanisms betweecn regulators, operators and local and international srakehalders to
improve information sharing and third-party risk management,

Developing cyber security skilis and culture - Underpinning thesa Strategic Ohjactives,
promots continuous cyber security training and foster a culture of security awareness at all
levels across the energy sector. This will strengthen capabilities now and in the future.

In the following sections, each Strategic Objective is structured into:

+ Aim - clarifying the purpose and intent behind eich Objective.

¢ Operational Plan - including high-level actions to drive measurable progress over the 4-year

timeframe. Annex A consolidates timalines and milestones across all Strategic
Objectives to enable measurable success of the strategy,

¢ Responsibllities - Qutlining the key actors and their specific roles in implementing each

actlon to ensure clear accountabilicy.
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I Strengthen governance and policy

YWe will develop comprehensive policies and frameworks thac drive commeon high standards for ¢yber
security across Jordan's critical infrastructure. This strategy creates a framework for the energy sector
to define roles and responsibilities and promote continuous improvement, creating a securs, resilient
and compliant cyber security environment

Aims

Working in partnership, NCSC-JO and EMRC will support individual companies in establishing high-
level, well-defined cyber security governance policies and frameworks. These efforts will align with
NCSC-JO's existing strategies and policies, such as the Natlonal Cyber Security Strategy 2024-2028
and Jordan's Naticnal Cyber Security Framework, the Jordan Critical Infrastructure Standard, and
Jordan’s National Energy Strategy 2020-2030. This ensures that companies across the energy sector
adhere to 2 consistent and robust set of security standards thar align with international best practices,
Cur objectives here seek to:

* Develop a governance structure that clearly outlines roles and respensibilities.

*  Improve compliance with cyber security regulations, strengthening the overall security postura
of the energy sector, ’

High-Level Operationat Plan

Action [: Eseablish clear roles, responsibilities, and governance structures across the energy
sector.

To drive effective cyber governance and accountzbility, companies in the energy sector will establish
clear roles and governance structures that align with operational neads and foster 2 joined=up
approach to [T, OT, cyber, physical, and personnel security, to ensure a holistic approach. This includes
defining and formalising key positions, such as Chief information Security Officers [CISOs), who will
oversee coardination of all security functions. CISOs shouid report directly to senior execttives and
board-ievel budget holders to ensure alignment between security priorities, risk management, and
investment decisions,

In alignment with the Jordanian National Cyber Security Framawork, energy sector companies should
establish an independent cyber security unit, separate from the overarching IT unit. This unit will be
responsible for enforcing policies and ensuring consistent security coverage across [T and OT
environments. Effective governance should prioritise bakncing security investments with risk
mitigation strategies, coordinating security functions, and conducting regular testing of systams znd
connections to validate resilience.

Furthermore, activities should inchide standardising documentation practices and implementing robust
knowledge management processes to address inconsistencies across IT, OT, and cyber sscurity
domains. This will ensure uniformity In policy, procedures, and IR plans, thereby reducing gaps in
underzeanding and lroproving cross-functianal ¢oordination.

Responsibilides:

¢+ Each individual energy sector company should create a dedicated cyber security unit, as well as
a dedicated sécurity officer role {such as €/SO) or an equivalent role at a senior lavel,
responsible for overseeing information and eyber security. These officers should have dearly
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defined, cross-departmental responsibilities. Companies must also develop governance
structures that clearly articulate decision-making processes, reporting lines, and
accountability mechanisms for cyber security management. This includes ensuring
transparent, up-to-date knowledge management mechanisms that facilirate dear
communication and regulstory compliance, This also includes the transparent documentation
of organisationai policies, security protocals, and IR plans. These should be regularly tastad
to ensure they are fit for purpose, identify gaps, and drive continucus improvement.

s NCSCHO and EMRC will adopt 2 standardised taxenomy for roles, tasks, knowledge, and skills
specific to the energy sector, ensuring alignment with national and internatiomal standards.
They will also collaborate to define baseline cyber security controis for companles to
implement and provide guidanca to help companies implement governance frameworks, to
enable consistent operational management across the sector.

Action 2: Identify and secure critical assets, develop tmilored security risk management
policies.

As a vital first step, energy companies across tha sector must identify and categorise their
critical assets, including IT and OT systems, based an their importance to the angoing provision of
essential services to the Kingdom, Companies shduld then assess the threats and vulnerabilizies facing
their critical assets to develop wilored sacuricy measures and risk management strategies to protect
them. These measures will be integrated inte a Business Continuity Plan (BCP) to ensurs assers ara
protected and recoverable in the event of a disrupcion,

NCSC-JO will build and maintain a centralised Critical Asset Register, populated with data
provided by the individual companies, which will provide a foundation for understanding and improving
eritical infrastructure resilience across the sector, This register will enable NCSC-JO and EMRC to
pricritise support efforts and develop long-term plans for asset hardening, based on the criticality and
risk profile of each asset. Once the Critical Asset Register is complete, NCSC-O and EMRC will
develop 2n intelligence-led approach to help companies to identify, assess, and remediate
vulnerabilities in a structured and repeatable manner to drive contlnuous improvement.?

Companies will independently adopt policies and procedures that comply with the
Jordanian National Cyber Security Framework (JNCSF), and embed cyber security
principles, such as Security by Design, across both IT and OT systems. This includes developing and
testing Individual Disaster Recovery (DR) plans to address operational disrupetons, including thase
caused by physical threats like flooding or other climate-related risks. DR plans should integrate the
physical contrals outlined in the Critical Infrastructure Cyber Security Controls {CICSC) to ensure
rasilience.!®

* Cybersacurity Best Practices Testing (CBEST), develaped by the UIC's Bank of England with regularors and U% Naticnal
Cyber Sacurity Canere, pravides a poeential moded for this form of cesting, bt uses real-time threst keeligence 2nd penamation
testing £o assess vulnerabilicies through simulated aacks and promores collaboration between financial instiutions, regulsters,

and intelligenca agencies:
1®




As pare of these effarts. energy companies should also adopr a holistic appreach to
secure borh cyber and physical aspects of their critical communication
infrastructure, such i, Global Systen for Mobile Communications (GSM) netwarks,
fiber-opric cables, Long Range {LORa) wircless communication systems, and loT
protacels, These channcls-are wital for operational resilience and must be protected

using.measures lik . advanc 15, and adherence

10 Incernation y standards. il inte; nt cantrols,
including thos i Artrasrructure Cybe ity Controls (CICSC),
inte heir brog sk managemen: s o mitgaie risks eff wely and ensyre

synergly across the encrgy sacror.

Finally, companies must establish robust supply chain rsk management palicies to strengthen
the cyber security ecosystem supporting critical operations in Jordan's energy sector. It i the
responsibility of individual companies to map and manage risks within their own IT/OT supply chains,
linking thesa to the 2ssets captured in the above outlined Critical Asset Register. Thisincludes adopting
the supply chain security (SR) controls outfined in the Critical infrastructure Cyber Security Controls
(CICSC) issued by NCSC-JO. These controls emphasize the importance of vendor risk management
through cyber security standards, regular audits, and contractual cbligations to enforce supply chain
security.

Responsibilities:

* Individual company board management must task asset management ceams to identify and
categorise critical assets, share this information with NCSC-JO and EMRC, map and manage
thair awn IT/OT supply chains, and ensure disaster recovery and risk management policies
are developed and implemented.

*  NCSCO will support and guide companies in identifying their critical assets, verify that
critical assets are properly Identified and secured, maintain the Critical Asser Register and
provide 2 framework for monitering and driving improvements.

*  EMRC will suppert 2nd guide companies in identifying their critical assats, ensure that the
policies developed mest national security standards, oversee compliance, and support the
adoption of effective supply chain contrals,

Action 3: Implement regular risk assessments and compliance audits,

To establish 2 baseline understanding and management of cyber securlty risk, companies in the energy
sector will need to implement 2 program of regular, cyclical risk 2ssessments and compliance audits,
These assessments will address systems and-functions critical to business success, such as OT systems
and energy distribution networks. Key activitles invoive reaktime monitoring, penetration testing,
analysing risks and managing them through controls that are subsequently audited.

The outcomes of these risk assessments should feed into a structured process where eyber security
policies and procedures are reviewed and updated regularly. This ensures that security measures
evolve In response to emerging thredts apd key vulnerbilifids, thereby safeguarding critical
Infrastructure assets against current and future risks.

e



Responsibitities:

« Individual companies will be responsible for establishing risk assessment procedures to
evaluate vulnerabiities and threats regularly. This includes deplaying internal or external
penatration testing teams to identify wealinesses in systems and assess technical and
operational defences. Compliance departments, overseen by the CISO, will be responsible
for enforcing policies, monitoring adherence to controls, and addressing gaps identified
during assessments, Companies will alse conduct periodic independent audits (with the help
of internal and/or external auditors) to evaluate compliance with internal policies and sector
standards, These audits should provide actionable recommendations for Improving systems
and processes,

s NCSCJO and EMRC will oversee and provide initial guidance to help companies to ensure
consistency across the sector, providing guldance for companies to align risk management
and compliance practices with national benchmarks. They will also facilitate joint assessmants
to promote a unified approach 1o racllience,

Action 4: Secure board-level and senior management engagement.

To ensure strategic leadership in cyber security, each company acrass the energy sectar must establish
dedicated board-level ownership of eyber security. Boards must understand the risk that cyber
Incidents present to business strategy and ensure resilience to cyber attacks. As wall as overseelng
and champloning these efforts at the highest level, the board should participate in quarterly cyber
securfty briefings, regular risk assessments, and recafve frequent updates on emerging threats,

The board should ake have direct involvement in crisls management exercises. Distinet from
operational IR drills cutlined in Strategic Objective 3, thesa exercises ensure that roles and
responsibilities are clearly defined and understood, while also testing and improving responses befors
a2 major incident occurs. This Is particularly vital for maznaging communication of incidents to
customers, regulators, and other stakeholders.!!

By visibly prioritising cyber security, boards will shape and champion a security-first cufture that
permeates the entire company, enhancing internal and external credibility. Boards should a'so lead
diversity and inclusion initiatives within cyber security teams, recognising tha diverse perspectives and
inclusive practices wil! enhance innovation and strengthen campany defences,

Responsibilitias:

* Board members and senior leadership within energy companies will ensure they receive
quarterly briefings on cyber threats and business resilience ta cyber incidents, set and
oversee strategic cyber security objectives, allocate resourzes to talent development within
cyber security, and modul a commitment to cyber resllience,

»  Training and HR teams will implement continuous board-level learning and awareness
actlvities, support board.led diversity initlatives, and monitor company participation in cyber
security actlvitles,

I Guidanca can be taken from https:Awwwancscgo

L.
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2 Establish security operation capabilities

Vieal o building individual and collective resilience, this cbjective will increase che energy sector's
ability to detect, respond to. and recover from ¢yber security incidents, This will ensure the sector
builds situational awareness, resilience and responsiveness to the fast pace of ¢yber threats,

Aims

The primary goal is to establish a robust incident detection, monitering and response infrastructure
that enables the energy sector to address cyber security threats effidently and mitigate their impact.
This requires companies to invest In the following:

» Conducting security technology gap analyses and securing funding for necessary cyber
security tooling and upgrades.

s Esmblishing individual 8GCs within each company!? for real-time Incident monitoring and
response; individual basic IR capabilities, playbooks and exercises; and individual baste CTI
capabilities, to ensure 2 sector-wide baseline of threat detecticn and response.

* Once established and operating effectively, connecting the individual SOCs to a sectoral
CERT (En-CERT), providing centralised coordination, intelligence sharing, and advanced
response capabilities. |3

High-Level Operational Plan

Action [: Conduct individual technology gap analyses and secure funding for cyber upgrades.

To drive transformational improvement, this strategy requires each company in the energy sector to
take a structured and proactive approach to enhancing cyber security technologles. Companies should
begin with 2 detailed technology gap analysis across their [T and OT, This analysis should identify
current cyber capabllitles, security exposure, infrastructure gaps, and the risk posed to the contnued
provision of essential services without action. These assessments will help pinpaoint existing
vulnerabilitias, evaiuate existng tools and resources, and the identify prioritics for addressing cyber
threats effectively.

Based on these findings, companies will nead to implement clear budgeting and prioritisation policies
to ensure technologies deliver measurable value, and secure dedicated cyber security investment
aligned with overall business strategy. Budget planning should prioritise immediate security needs,
allowing for critical upgrades in exiting technologies to ensure they can support the energy sector’s
digital transformation. Planning sheuld also cover zdopting modern security tools and technology to
enhance IT and QT security - including scalable technologies such as automated backup systems,
cloud-based failover solutions, and data replication tools, These will enable swift recovery of essential
systems and data following an incldent, This alm reflects the National Cyber Security Stratezy (2024-
2028)'s emphasis an increasing financial commimment to cyber security,

Responsibilities:

+ Indwidual companies’ cybgr security team, under the direction of a CISO or equivalent
accountable officer, will conduct-techrology end risk audits across T and ©T to identify
security gaps, infrascrucnura needs, and upgratle priorities. Thesarwll} drive
recommendations for immediate and zcalable technology solutions to enhance cyber

12 This could be in-house or delivered by a service proviger,
13 See Appendix A for the detailed stages of SOC and CERT set up.




resilience. Senior management will also oversea budget allocarion and ensure nvestment In
cyber improvement programmes that align with company goals and support the integration
of scalable security technologies.

*  NCSCJO and EMRC will provide guidance, support and frameworks to companies to ensure
consistent gap analyses and provide insights into threats and national cyber security
priorities, enabling companies to make informed, aligned investment decisions independently.

Action 2: Establish individual Security Operations Centres (SOCs), Incident Response (IR) and
Cyber Threat Intelligence (CTI) capabilities.

To transform cyber security across Jordan's energy sector, this strategy requires that each company
within the sector establishes 2n Indlvidual SOC to centralise and co-ordinate the management of
cyber security incidents and protect its digital assets. It should focus on immediate and specific security
nzeds, employing real-time monitoring to detect and respond to potential threats quickly.

The SOC may be established in-house or provided by an authorised third party provider, but will need
to include all technical operationzl security compenents - people, davices and tools - with the purpose
of identifying any malicious activity, Third-party SOC services may offer a practical solution for entitias
unable to establish their own SOCs due to financial constraints. Leveraging such services can-serve 2s
a gateway for entities to eventually develop internal SOC capabilities.

From an operational basts, 2 phased approach to setting up a SOC will be assential ce ensure succass.
Depending on current maturity levels, these stages will likaly inciude: 14 ¢

+ Ses Annax D for » more detailed implamentation plan,
15 Derafled guidanca s provided by MITRE: " | Seracegies of 2 World-Class Cybarsecurity Operations Canter'.
herpsiheraw, mitre argfsices/defaultifiles/2022-04/ [ | -strategies-of-a-world-class-cybersecurity-operstions-center.pdf




Stage 1: SOC architecture design {(2-4 months) -
Build the foundation for SOC aperations in each
company. Create an  operating model, capability
daevelopment plan, and decide on an individual resourcing
‘meadel for SOC swaffing A key decision here will be
berween an in-house SQC or a managed service provider
{MSF} contract, based on company needs, !

Stage 2: Corc capability building {2-6 months) -
Develop essential SOC  capabilities, including the
centralisation of logs, implementing new firewalls, and
Endpaint Detacrion and Response (EDR) and Security
Information and Event Management (SIEM) deployment to
support real-time data collection and analysis.

Stage 3: 50C implementation (6-12 months) -
Implement SQC tifaging and escalation processes and
achieve full SOC functianalicy; establish various playbooks
for day-to-day functions such as email analysis, alerc
triaging and host investigations.

Stage 4 Optimisation and capability cxpansion -
Depending on company conmplexity, criticalicy, and risk
profile, enhance SOC functiens with advanced capabilities
such as Security Orchestration, Automation, and
Response (SOAR), Machine Learning-enhance SIEM
functions, red teaming. threat hunting, -and behavioural
analytics for improved-automation and response.

Secondly, high-quality, consistent IR capabilities and regular security collaboration are viwl to
building resilience within and across the energy sectar. Organisations in Jordan's energy sector must
develop and Implement individual, independent incident response policies and playbooks that align with
national standards, with guidance from NCSC-JO or other regulatory bodies. Whera required,
companies will hire skilled personnel with the expertise needed to bridge capability gaps. Each
compzny will also independently exercise its incident response capabilitles, ensuring they can
effectively respand to incidents without relying on sector-wide infrastricture, Exercises should test
both technical and board-level responses, involve legal and communications specialists, as well as
engagement regulacors and suppliers, This will help to improve staff proficiency and co-ordination with
peers and regulators, ensuring companies are better prepared to handle real attacks,

Finzlly, to enhanca cyber threat detection and information-sharing across Jordan's energy sector,
campanies must develop individual, foundational CT1 capabilities, to independently build their
understanding of cyber threats, and manage and share threat incelligence,
Responsibilities:
s Individual companies’ CISOs and cyber security team will direct the development and
management of SOCs, including selecting, implementing, and optimising advanced threat




detection tools o be integrated into SOCs as they become fully operzetional.'é¢ NCSCfO will
provide 2 central coordination mechanism for initial log management and/or IR ta support
companies as they build their SOCs. It will provide guidance on SOC implementaticn,
ensuring alignment with natlonal standards, consistency and inter-operzbility — vital to
effective sharing, mutual support, and bullding collective resilience across the energy sector.

¢ Indlvidual companies’ will develop individua! IR plans and playbools, hiring or upskilling
personnel o bridge capability gaps zs needed, ensuring sustinabilicy in the long term.
Company hoards will conduee regular IR exercises, with CISOs ensuring company-wide
participation to improve decision-making, communieation, and legal response readiness,
NCSCHO and EMRC will provide blueprines, guidance, and to help support to individual
compapnies shape robust Individual IR scrategies and effectively manage immedizre threats.

» ladvidual compantes will establish core CTI capabilities, led by CISOs, to enable independent
threat understanding and management. SOC and CT1 teoms will handle data collection,
analysis, and reporting to support incidents, continuity, and cyber security strategy, ensuring
insights are shared promptly with sector peers. NCSC-fO will advise individual campanies on
establishing CT! capabilities, pratocals and sharing agreements.

Action 3; Establish 2 sector-wide Compurter Entergency Response Team (En-CERT).

Concurrently with the development of company capabilities and drawing on the successful approach
implemented in Jordan's Finance Sector, the Government of Jordan will wark with NCSC-JO, EMRC,
and the Energy Sector ta establish a sector-wide Computer Emergency Responsa Team (En-
CERT). With support from NCSC-|O, EMRC will lead the establishment of En-CERT and head all
En-CERT efforts, thus acting as the primary regufator and coordinator for cyber security within the
energy sectar.i?

To facflitate the successiul escablishment and operation of En-CERT, EMRC will set up an internal
*Steering Group’, respensible for coerdinating all En-CERT-related efforts. This group will oversee
the development of sector-wide IR standards, playbooks, and response mechznisms, ensuring
alignment across all companes in the sector. The Steering Group will zlso define clear cross-sector
collaboratlon processes, particularly for information sharing and joint response acrivicies. This will
include foint IR exercises, integrated Into company-individual SOC activitles, To enhance sectar-wide
preparedness,

While EMRC will manage En-CERT coordinatlon and guidance, individual companies will rernain
responsible for establishing their own $0Cs to meat their spacific operational needs.

Once aperational, En-CERT will;

e Define and formalise sector-wide IR policies, playbooks, and logging standards toc ensure
consistent and effective incident handling.

s Establish clear protocols and agresments for CTI sharing collzboration, and secure
information exchange among companies, EMRC, NCSC-JQ, and JO-CERT, The protocals will
leverage NCSC-JO's existing relations with firms to define structurad sharing machanlsms that
embed regular collaboration on cyber sequrity jcross the enargy sector.

1¢ Decailed guldance Is provided by MITRE: ‘11 Strztagles of a World-Chis Cybersecurity Operations Center’,
https:iiwarw. mitre.org/sivesidefanlefilee/2022-04f | | -stracegies-of-a-wortd-class-cybersecuricyscparations-center.pef
i See detiled implementation plan in Annex & En-CERT knplementation stages.




Receive and disseminating this threat intelligence on a secure platform, including Indicators
of Compromise (foCs) and threat actor profiles provided by NCSC.JO, ensuring dmely
awareness and coordinated action across the sector.

Foster partnerships with international organisations such as CERT-EU and US-CISA to
share expertlse, benefic from global threat insights, and align with best practices in cross-sector
coordination.

Facllicate regular information exchanga meetings, training, and annual Table Top
Exercises (TTX), particularly with smaller companies, to build sector-wida capacity and
foster resource sharing and coordination.

To ald chese efforts, NCSC-JO, in partnership with the EMRC, will esmblish 2 real-time Early
Warning System (EWS) co monitor public JP ranges and domain nzmes of all energy sector
companies in Jordan. The EVWWS will scan continuously for known loCs, vulnerzbilities, and abnormal
activities that could signal cyber threats. When established, EVVS alerts will be promptly shared
through En-CERT, ensuring that relevant stakeholders receive actionable intalligence. This model may
serve as 2 pilot project for broader national implkementztion.

Responsibilities:

» EMRC will lead efforts to establish and manage En-CERT, including setting up an internal

Steering Group to coordinate activities, and acting as the primary regulator representing
NCSC-JO in the energy sectar. As part of this role, EMRC will oversea and monitor sector-
wide training and exercises, and company progress on the vartous aspects of operationsl
cyber capacity building, ensuring alignment with the strategic implementation roadmap.’®
EMRC will however not ba responsible for tracking intarnal training efforts within individual
companies as outlined In Serategic Oblectiva 3,

En-CERT will develop and implement overarching, sector-wide IR mechanisms, coordinating
collaboration among all stakeholders, It will formalise sector-wide secure CT1 sharing
policies and communication protocols. It will leverage NCSC-JO intelligence to provide
threat actor dossiers, facilitate reguiar sector-wide training and TTX, and organise at 2
minimum weekly calls and regular in-person meetings to share intelligence and strengthen
sector collaboration.

NCSCHQ and EMRC will jointly launch an EWS to monitor Jordan's energy sector for cyber
threats, sharing alerts through En-CERT’s secure platform,

¥ Outllned in Annex A.
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Action 4: Launch an NCSC-JO embedding programme for [T and OT professionals.

To deepen the partnership with the energy sector, NC5C4JO will launch a scheme to embed
selected IT and OT cyber security professionals fron energy operators within NCSC-JO
for & to {2 months in areas that provide mutual benefits in terms of skills and experience. This will
strengthen direct, regular communication and allow for skills Improvement and training. This will also
solidify NCSC-JO's national cybersecurity efforts by in twrn profiting from integrating current,
actionable insights from operational challenges and trends, directly informing NCSCAO's werk and

priorities.
Responsibilities:

NCSC-O will launch a program ta embed energy sector cybersecurity professionals within

NCSCHO for é-12 months, strengthening skills, communication, and sector-wide

cybersecurity colbboratlon,
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3 Develop cyber security skills and culture

This objective aims to cultivate a sector-wida culture of cyber security awareness and resilence,
equipping employees across Jordan's energy sector with the sldils wo handle cyber incidents. It
prioritises continuous training and awareness programmes designed to embed cyber security principles
at every company level, from sentor leadership to employees who are directly responsible for
monitoring, detecting, and responding to security incidents within a company.

Aims
The primary goal is to increase cyber security awarenass and skills across all levels within the energy
sector. By fostering a pro-active security culture and delivering targetad, continuous teaining, this
objective will:

s Ensure all employees understand and adopt cyber security best practices;

= Provide advanced training for key cyber security and IR personnel; and

« Build an environment of shared responsibility for cyber resilience, helping protect Jordan's
energy infrastructure from evolving threats.

High-Lavel Operational Plan

Action |: Implement regular training and practical exercisec for the entire energy-sector
worldforce.

To effect change across the business, energy sector companies will implement a mandatory annual
cyber security training programme for its employees at 2l levels, covering basic digital hygiene, phishing
awireness, and inddent reporting protocols. Given that phishing remains a key component of cyber
attacks,!? chis will be supported by regular phishing simulations to test employees’ vigilance and reduce
soclal engineering risles. Additionally, tailored training modules will focus on OT-specific security needs
o address sldlls geps in OT IR,

To address the broader need for expertise and to upskill IT/OT employses, NC3IC-JO will t2ke the
lead in integrating targated initiatives to enhance workforce capabilities across the energy secror.
Central to this effort will be the above outlined NCSC-JO IT/OT Professionals Embedding
Programme, embedding experts from energy sector organisations to provide hands-on support and
facilitate knowledge transfer. Complementing this, the development of NCSC-JO’s Cyber Academy
and ongoing work to train trainers within universides across Jordan will help ensure the provision and
accessibilicy of high quality, practical cyber training to workers in critical infrastructure sectors,

Responsibilities:

e MR and security teams within each company will be responsible for designing and
implementing znnual training, as well as facilitating regular phishing simulations to test and
drive continuous impravements in staff awareness and security behaviour and reporting the
results to EMRC, Senior management will endorse the training programmes, model active
participation, and ensure that all employees engage in these Initiatives.

" httszMww.gw ukfgovemmm:fsn:lsﬂ::!cybw—smmy bmal:hes-survey 2014icy’aer-s=curlq~breiches«survey-2024 and
ichi; ;
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»  NCSCJO will provide support and guidance In designing and Impiementing appropriate
training, including through its Cyber Academy and its IT/OT Professionals Embedding
Programme.

»  EMRC will monitor the Implementazion of sector-wide ezlning through En-CERT, and track
strateglc progress in line with the strategy implementation roadmap.i

Action 2: Build OTaspecific skills through advanced training and strategic partnerships.

Glven the vulnerabllitlas zssociated with OT, and its known targering by various threat actors, a
sustzinable approach to warkforce development is essential. Energy companies must provide
advanced, rele-specific training for [T and OT security professionzls and IR teams, with a strang facus
on OT threat detection and secure system opzrations. This should indude fostering communities of
practice across the sector to grow networks, share expertise, and sustain professional skills
development. The afm 15 to ensure both inmediate improvements in OT security and longterm
resilience through capacity building.

Alongside this, NCSC-JO will play a key role by partnering with international organizations to offer
certification programs and by prioritizing the Integration of OT security into the NCSC-JO Academy
curriculun to build national capadty te train and develop OT security skills,

Responsibilities:

¢ Seaurity and (T/OT teams within energy companies will be responsible for identifying key
personnel for advanced training (with a specific focus an OT-specific skills), appropriate
training providers, enrolling them in certification courses, and menitor skills development
o ensure practical application, Teams should actively build and engage in communities of
practice to share expertise and promote sector-wide collaboration. Senier management
within energy companies musrt allocace sufficient budget for advanced tralning, prioritizing
OT and IR capabilities.

»  NCSCHO will partner with international organizations to facilitate certification programs that
target OT cyber securky. it will also integrate QT-specific training into the NCSC-JO
Academy curriculum, and play 2 supportive role in fostering communities of practice to
connect professionals, encourage expertise sharing, and strengthen the sactor’s collective
defence.

W Ses Annex A
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Outlook and Conclusion

The Kingdem of Jordan is committed to building a robust cyber security foundation for its enargy
sector, recognising that reliable energy is essential for nationzl resilience, security, and economic
prosperity. This strategy for 2025-3028 outlines a bold and camprehensive approach to transform
the cyber resilience of Jordan's energy infrastructure, ensuring its secure digital transformation and
ability to withstand escalating cyber threats that could disrupt vical services for households,
buslnesses, and essential industries. By focusing on developing critical cybersecurity capabilites —
strengthening governznce and policy, establishing SOCs, IR 2nd CTI and a sectoral CERT, and
developing cyber security skills — the stratagy lays strong foundarions for 2 secure, resilient energy
sector.

Next steps and implementation

The successful implementation of this strategy relies on a coordinated, collaborative approzch across
all stakeholders, NCSC-JO and EMRC wlll rakke the lead in raising awareness, understanding and
support for the strategy with energy companies and providing clarity and ensuring alignment with
strategic objectives. NCSC-JO and EMRC will also play a crucial role in bringing stakehoiders
together, fostering a collaborative environment where organlsations across the secror can discuss
and overcome challenges and share lessons learned to enable the effective rofl-out of the strategy.

Regular progress raviews will ba conducted throughourt the lifetime of the strategy 1o assess progress
and identify areas whers adjustments may be needed. These reviews will provide high-level insights
into the implementation process, ensurlng the primary focus remains on achieving the outlined
objectives.

Outlook

This strategy is not an endpaint, but a starting position that lays the groundwork for continuous
improvement in the Kingdom's cyber resilience. |t will be tracked and updated 2s Jordan moves along
its journay towards a cyber secure and resilient future and will serve as a model for upcoming cyber
security strategies across other critical sectors
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Annex A: Detailed Strategy Implementation Roadmap

Action I: Establish
clear.roles,
responsibilities, ahd
governance geross_the
| SNergy sector,

Action 2: Identify and
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regular risk
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— o o =
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develepment of
foundacional IR
playbooks.

s [ndividuzl companlas
start developing
foundarfonal CTI1
capabilities to enable
independent threat
management.

- aBy End of Year |

. (December 2025):
- - Individual companies
-complete Stage 2 of
$OC establishmenc

+|ndividual companies ¢ Individual companies  En-CERT architacture is | «NCSCJO launched the
have allocated initial have completed Stage 3 operational, with shared embedding programme,
=] =fundging by December ..of SQC asmblishmen, IR resourcec available | anboarding the first
-2025.and prepare multl- | and deployed key tools through a secure cohort of [T and OT
year programme plang such as Endpoint platform. profassionals for 612

d fundi . Detecti d R .
. an iNE agreements i {ED;.;':‘:::I asllwnfypnme » En-CERT launches 2 CTI month rotadons.

Informacion and Evenz | Sharing pladform, +NCSCJO evaluates the
Management (SIEM) enabling 2ll organisations | progress of the first
o access actor dossiers cohort and gather

te
Sstems. and partidpate in regular | feedback from
o . s |ndividual companies information exchanges participants and energy
tart conducting at least K
S ineorporating less 9;1 . wide IR exercises Arogramme.
ledrned to improve commence annually
playbooks, response acrass all organisations
times and staff to ensure allgnment,
repa!lredness readiness, and
P ) continuous
» 80% of Individual improvement. -
amimme oo ~ | companies have setup | ,
e m—— foundational CTI 2NCSCJOEWS s —
A capabilities and actively :]t::trig'“:al'é::m;i 1
icipate in intel
_ . zcnl::rr?:e: 'n imellgence that are distributed via
' En-CERT,
|, #Arigast B5% of individual |-+ Individual eompanies ¢En-CERT and NCSC ¢ NCSCO regularly
s companies have ‘conduct annual maturity moniter sector-wide rotates new cohores into
e dllctated fundingand  ~ | asessments of CTI ifproverhdics In * the ptogidmme td
~Ineest it based on their__ | _capabllites and repasr_ . | situgtional gwarensss, | sus;aip collaboration znd |
mgagef= idlefitified cyber securicy resulps o NCSC-[O gnd [~ threatderection, and skills-devalopmane-
=l priorides. EMRC. < intelligence sharing,
o At ieast 75% of incidenes | ov g the EWSand
CERT capabilities as
are detected and fed
respanded to within 24 ’
choprs, pe measured by, U -

SO FEORTRNG.. i i e o i

reporis.
-e-ym_—.E-w,w - e % - - L e - - -




——

27
w | *Continuation of above +Individual companies + Continuation of above ¢ Continuation of above
[ detailed initiuves. commence Stage 4 of demailed Initlativas. detailed inltiathves,
g SOC establishment.
-
- ~d
Strategic Objective 3: Develop cyber security skills and culture
1 Action 1: Implement regular training and Action 2: Build OT-specific skills through
- practical exercises for the entire energy-sector | advanced training and strategic partnerships.
worlforce.
sIndividual compantes launch initial training ¢Irdividual compantes launch advanced training for
| _ | programmes and conduc the first phishing designated IR and OT team members, with annual
simulations, updates znd skills assessments threugh 2018,
. * 100% of employses complata the Initial training, e 100% of deslgnated IR and OT tezm membars
with annual refresher completion rates of at least complera che inidal advanced training,
1 90%.
eq | =individual companies achlave 2 65% raduction in *Individual companies achiava a 30% reduetion in OT
o successful phishing attempts compared to the 2025 IR times, damanstrating Improved taam capabilices.
5 bassline,
3
o | *Continuation of above detailed mnitiatives. » Employees report a 50% improvement in confidence
o in IR capabilities,
L
1]
=
- | *Continuation of above detailed initatives, = Continuatlon of above detailad inftiativas,
K. 4
d
- -
e

T




v

28

Annex B: Alignment with national cyber regulation

This strategy will support NCSC-JO to engage with and build cyber resilience in the nation's energy
sector. To sustainably achieve this aim, it is closely allgned with overarching Jordanian regulation,
namely the National Cyher Security Strategy (2024-2028), and Jordan's Nationzl Cyber
Security Framewark 2024 (NCSF — see figure below).
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Annex C - The Challenge: Detailed analysis

The necessity for this strategy Is driven by a range of serious and urgent challenges and opportunittes,
which collectively demand improvements to the cyber security of Jordan’s energy sector. These
include:®!

| Pelitical

Since the creation of JO-CERT and NCSC-JO, Jordan's government has made significant strides in
prioritising cyber security for critical infrastructure, including in the enargy sector. jordan’s National
Cyber Security Framework 2024, along with the National Cyber Security Strategy (2024-2028),
provide 2 solid framework for ensuring a high standard of cyber securiry. In addition. government-
backed initiativas encouraging collaboratlon with both private stakeholders and International partners
in the Gulf and beyond strengthen Jordan's abllity to defend itself against advanced cyber threats,
Jordan’s progress in the Global Cybersecurity Index (GCI) reflects these efforts.

Despite these developments, policy gaps remain in sector-specific regulations for energy, leading to
inconsistent practices across companies and thus increasing the vulnerability of the Kingdom's enargy
infraseructure to eyber attacks, Diverse stakeholder priorities may complicate the creation of a unified
cyber security approach. While gavernment bodies and regulators, such as NCSC-JO and EMRC, are
focused on national security and regulatory compliance, private energy operators may prioritise
operational efficiency and cost considerations. Aligning these priorities — forging mature parmerships
- is essential to building a robust cyber strategy. Jordan’s proximity to regional conflicts increases the
likelihood of cyber actors targeting Jordan's critical infrastructure, adding further urgency to need to
enhance defensive measures and cross-border cocrdination.

2 Economic

Jordan's energy sector, particularly in renewable energy, attracts substantial foreign investment and
offers an opportunity to fund cyber security investments. Tha country's stability, relative to its regional
nelghbours, creates a conducive environment for long-term investments in safeguarding critical assets.
Growing national invastment In projects such as solar and wind farms, combined with rising awareness
of cyber security within major energy companies, zlign with the Government's ambition to stimulace
the Jordznian cyber security industry and market,

However, budget constraints, particularly in small and medium-sized enterprises (SMEs), limit the
sector’s ability to make progress at the pace needed. The sector’s reliance on foreign aid and loans
exacerbates these financlal challenges, potentially delaying critical upgrades. Additionally, the current
regulatory environment lacks strong enfercement mechanisms or penalties?? to Incentivise compliance
and allocace larger budgets to cyber security as a regulatory necessity. Finzlly, a lack of board-level
cyber security awarenass and Inadequate budgetallocation weakens the overall resilience of the sector,
leaving it vulnerabla to supply chain risks and unprotacted criticat assets.

3 Secial

Public and governmental awarehess of cyber security is growing, providing a strong foundation for
enhancing security measures. Government effofts to secure the energy infrastructure are Hriven by
the need to meet the neads of jordan's peaple, who expect and deserve unintarrupted services.

21 Please find the complete, extended snafysis in Annex C: The Challenge.
2 Such as these enforced undar tha Europezn General Data Protecdon Regulation (GDPR),
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However, the sector faces a shortage of skilled cyber security professionals, particutarly in specialised
areas such as OT security, which remains a critical concern. Limited awareness of cyber security risks
among energy sector employees further exacerbates this issue, making workforce developmenta top
priority. While universities are expanding cyber security programmes, practical expearience within
these courses remains Insufficient. Though government initiatives promote women's participation in
Science, Technology, Engineering and Mathematics (STEM) fields, their representation in cyber
security roles after graduation remains low. Jerdan's Impareane role in caring for refugees heightens
the need for strong cyber security defences to ensura continuous energy services, Addressing thease
challenges through targeted capacity-building initiatives is essential to enhancing the resilience of
Jordan’s energy sacror, fostering public trust in digital services, and creating employment oppartunities,
particularly for under-represented groups,

4 Technological

Jordan is actively working to transform its energy sector to provide graater security and reliability
through the adoption of advanced technologies such as smart grids and digital energy management
systams, Howaver, the successful deployment of these innovations requires careful integration with
security and dam protection considerations from the outser. Without proper design, there is a risk
that these technologies will be deployed into existing, insecura networis that rely on outdated legacy
systems, undermining their effectiveness and exposing critical systems to cyber threats. Legacy systems
often lack resilience and advanced capabilities, such as endpoint detection, Al-driven threat detection,
and quantum-resistant encryption, requiring focused upgrades to address inherent vulnerabilities.

The increasing convergence of IT and OT environments further complicates the security fandscape,
inroducing new attack vectors in eritical systems that are often inadequately protected. Many
organisations in the sector are not fully equipped to manage this convergence, leaving g@ps in
protection and creating additional challenges for maintatning cyber resilience.

Emerging technologies and associated threats, such as Al-enabled attacks that may exploit automarion
and supply chain vulnerabilities, pase significant risks. Additlonally, quantum computing may undermine
traditional encryption methods, necessitating proactive investment in quantum-resistant technologies.

While some companies have implemented basic defences and developed or are in the process of
developing $OCs, many [ack comprehensive IR, frameworks or advanced threat detection capabilitias.
This unaven maturity across the sector leaves It ill-prepared to manage and recover from o
sophisticated and emerging threars, and serious cyber incidents.

5 Environmental

Jordan's commitment to expanding renewable energy sources presents 2n opportunity to embed cyber
security measures into new, greener infrascructure from the outset. Governmental backing also drives
investment in upgraded services, fostering innovation and greater awareness of cybar security neads.
Howaver, climate change-related risks, such as extreme heat, flooding or natural disasters, threaten
infrastructure stability and operational continuity. While disaster recovery (DR) and business
continuity plans (BCP) are crucial for mitlgating these risks.. inconslstent investment and
implementation across the sactor leave critical systems vulnecable, Thesa risks undarscore che need
to integrate physical controls, such 3% flood protection measures, Into infrastructure planning and:
cross-reference them with eybersecurity measures cudined in the Critical Infrastructure Cyber
Security Controls (CICSC).
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6 Legal

Building on solid foundations, Jordan is continuing to expand its regulatory framework for cyber
security, such as through the launch of the Cybercrime Law 17/2023 in 2023, and jordan's National
Cyber Securlty Risk Framework in 2024 — which will raise standards across Jordan's government and
critical infrastruccure. A regulatory drive to align with international legislation and standards, such as
the European Union’s General Data Protection Regulation {GDPR) and the SO frameworks will
further enhanca security while promoting cross-border co-operation and improving jordan's global
standing in cyber security. However, currently, Jordan has relatively few cyber spedfic laws and
regulations governing its Critical Mational Infrastructure, and the legal frameaworle for the energy
sector is still evolving. Key gaps remain, such as a lack of dedicated protections for critical assets and
insufficient resources for conducting regular audits. Helping companies to adopt effective standards
while strengthening regular compliance checks are essential to bolster the resilience of Jordan's eneryy
infrastructure.
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Annex D - SOC implementation stages

Stage |: Policy and gavernance, design security architecture

This first step involves designing the security architecture for individual SOCs within each company
to enable real-fime incident monitoring and response, This includes conducting a capability gap
analysis to assess current capabilities against operational requirements, and creating a capability
development plan including an individual resourcing model for required SOC staffing. Organisations
can either build their own SOC or establish a managed service provider (MSP) contract, depending
on their needs: if using an MSP, a small, dedicated IR team should be established in-house for
cversight: To plan, implement. and manage their SOCs cffoctively, campanies should select and align
with tested framewarks based on internaticnal best practices.? This stage should take 2—6 months,

Stage 2: Build initial capabilities — collect logs, EDR

With tha above foundation in place, companics shauld establish log management, and building the
5QC"s core capabilities, Qrganisations should focus on callecting and cencralising logs while upgrading
their technalogy stack where passible for scalability and enhanced dara analysis. This indudes
deploying Endpoint Detection and Respanse (EDR) systems, install and configure now firewalls, and
establishing a central logging repository to stpport real-time manitorig. This phase should take
approximately 2-4 months. :

Stage 3: SOC implementation

As capabilities take shape, the SOC is implemented to provide full operational capabilitics. Newiy
implemented téols and technologies should be securely configured according to international best
practices, such as correctly implementing preventive measures to mitipate initizl access risk, and
configuring Active Directory. A shared platform for CT1 and IR reporting should be implemented
te facilitate streamlined communication and allow for protective maonitoring acress the sector. This
stage typically takes é—|2 months to complete.

Stage 4: Optimisation and growth

Once core operations are stable, the final stage involves optimising and expanding SOC functions,
This may include adding advanced capabilivies like audit functions, red teaming. threat hunting,
analytics, and Security Orchestration, Automation, and Response (SOAR) tools to automate
Procasses. The aim is to expand 50C coverage, enhance threat detection and response. and
continuously improve operatdonal efficiency through these advanced ools and practices.

1 Dpdons bnclude for example the SOC Capability Maturity Madel (SOC CMM), which helps zssessing and developing
SOC capabllitias, and/or the NIST Cybersecuricy Framewark (C5F) 2.0, which offers 1 comprehensive approach 1o
managing cybersecurity risks and develop comprehensive security protacols.

H Captured for example in chese resources: hupsfiwww.cyber gov aufsisidefanliffiles3 124-05/PROTECT -Detecting.
and-Mitigatlng-Active-Directory-Compramises.ndf and hetps/lwwwhuntress,comvblogladdressing-initial-access.
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Annex E - En-CERT implementation stages

Stage |: Foundational structures

In parallel with the 50C development, foundational-structures for a sectoral Coempurer Emergency
Response Team (En-CERT} will be established that provides and coordinates IR and CTI capabilities
across the sactor. This begins with defining policies IR to ensure consistent logging and incident handling
across comparies. along with developing and scheduling regular IR excrcise plans, and establishing
pretetols for streamfined CTI sharing with the CERT. This stage should ke 2-6 months.

Stage 2: Build initial En-CERT capabilities

With the foundatian sat, the next stage focuses on building initial En-CERT capabilicies. Companies’
logs are fed into the En-CERT for aggregated analysis, while tools are deployed to suppart IR and CTI
analysis at a sectardl level This stige lays the groundwaork for ceniralised cocrdination and usually
takes 2—4 months.

Stage 3: En-CERT implementation

The implcmeatation of the En-CERT brings togedher coordinated capabilities for IR and CTI sharing
across the sector. Reporting channels for protective monitoring should be established, and a shared
platform for IR wreporting and CTl communication should be impemented to facilicate coilaboration.
This phase shauld take 6—12 months to complecs,

Stage 4: Optimisation and growth

Once operational, the En-CERT shouild focus an optimisation and growth. Advanced functions such as
analytics, proactive threat hunting, and red teaming should be ntroduced, and processes will be
optimised through autemation tools. Continuous improvement should be emphasised throtgh regular
reviews and updates o align with evolving sector needs.
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